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This article talks about the future of Peer-to-Peer computing. P2P is considered an economical method for pumping up the computing power using web server technologies. The traditional client-server models place the processing burden on the client computer. This is however overcome using P2P technology. The author then talks about large-scale P2P projects like Napster, Cancer Research Project and Power Server Model. Then finally a simple infrastructure of the power server model is described. 

Strengths:

In P2P systems the computer can act as both clients and servers. This approach minimizes the workload on servers and maximizes the overall network performance. 

In traditional client-server technology, many client computers are idle most of the time and have unused disk storage capacity. However by P2P technology, the use of client computers is maximized.

P2P computing allows users to make use of collective power in the network.

P2P implementation is also cost effective for individuals as well as companies. The benefits are lower costs and faster processing for everyone involved.

One of the P2P models, the Napster model allows sharing of widely dispersed information stores without the need for a central file server. This will benefit all the participants involved. 

P2P computing not only allows file sharing but also computing power can be shared through the use of Power Server models. This is supported on all the platforms and the security is enforced by the Security Manager of the participant’s computer.

In many P2P systems, we find heterogeneous systems with different operating systems and hardware platforms. However Java can be used, which delivers “write once and run anywhere”. Also Java is designed with security in mind. 

Weaknesses:

Beside the several advantages that have been uncovered by P2P systems, such as robustness, scalability and high fault tolerance various other questions and issues arise in the context of Security. Many P2P protocols are bundled along with an adequate amount of security mechanisms but are proprietary which makes their analysis difficult.

In one of the P2P projects, the Cancer research project, it is very difficult to secure P2P application against misuse. This project, which requires the users to download a small program, requires motivation from users. Allowing these programs to run on a computer greatly increases vulnerability to security breaches. Also it is extremely difficult to maintain the system and perform tasks like upgrading the programs on the participant’s computers. This has an effect on the performance.

Also there is problem with compatibility. 

Also in P2P architecture there is no guarantee of Quality-of-Service.

Interesting Points and critical questions:

The cancer research project and seti@home projects provide interesting ideas. The seti project analyzes signals picked up by radio telescopes to detect extraterrestrial intelligence and the cancer research project discovers drugs by testing chemicals.

Critical questions:

· How are the security aspects being implemented in P2P systems?

· Does P2P provide Quality-of-service. How is this issue taken care of in P2P systems?

· What are the infrastructure and administration costs involved in the centralized information systems?

